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Why Should We Be Concerned about
Cyber Wellness?

The data may surprise you.



Did you know? What does this mean?

Our children are going online from a We need to help our children achieve
younger age. balanced and purposeful screen use.

67% of children aged 7 to 9, and 85% for
those aged 10 to 12 in Singapore use
smartphones every day, and are active on
social media.

However, research has shown that both

screen time and type of screen use

(educational vs recreational) can impact

our children’s well-being. #1 Resources on balanced and

purposeful screen use are

available at the end of the
Source: Milieu Insights, reported by the presentation.
Straits Times (Feb 2021)
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4-6 years old B 25 B 42 24 1 going online from a
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13-16 years old |5 0 0 14

CURRENT REALITY
Two-thirds of these

children use a
smartphone and/or
a tablet/iPad daily.

Source: Milieu Insights, reported by the

Straits Times (Feb 2021)
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Did you know? What does this mean?

A survey of 600 parents in Singapore revealed
the types and frequency of harmful content digital lives, and put in parental controls

our children are exposed to, including to keep them safe and role-model for
cyberbullying, sexual grooming, and sexual responsible use.
harassment.

We need to be involved in our children’s

However, not all parents are aware of the
online risks.

#2 Resources on parental
S Milieu Insight rod by th controls are available at the
ource: Miueu insi S, Freporte yine .
Straits Times (Feb 2021) end of the presentation.
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Aged CURRENT REALITY
7t09 10 to 12 13to 16 Types and frequency of
Cyber bullying 63
Sexual grooming = harmful content our
Sexual harassment 37 children are exposed to
Others 26

NOTE: This question was posed only to parents who
reported that their children had faced online harassment.

The poll is subject to a margin of error that is comparable Source: [JIMENINEE  Source: Milieu Insights, reported by the
with other research surveys. STRAITS TIMES GRAPHICS Straits Times (Feb 2021)

Parents might not be aware, but...
48% of parents GGG

1 in 3 children 1 in 3 children 1in 4 children suirveyed were P I S
has chatted has been has overshared able to give an of who their child gamed with
5 . accurate
with strangers exposed to their personal Stirsie of the
online pornographic information amount of time &
. their child spent
materials : N, on gaming 25% of parents were not at all aware

of who their child gamed with

Source: MLC-TOUCH Parent Child Poll Findings (30 Nov 2023)

Source: MDDI Survey (Feb 2024)
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Did you know?

Most social media platforms and popular
games have App Store age-ratings:

* 12+ : WhatsApp, Instagram, Roblox

* 17+ :Telegram and Discord

But the majority of our children have
access to social media before the
recommended ages.

Research shows that screen use
(smartphone and social media access) in
young children is associated with:
insufficient good quality sleep, sedentary
behaviours, obesity, and mental health and
well-being .

What does this mean?

We need to ensure our children’s use
of devices and platforms are age-
appropriate, and have open
conversations with them about their
digital habits.

#3 Resources from Grow Well
SG are available at the end of
the presentation.
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10-12 years old W24 40 of parents
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seven to 12 said they
had Instagram accounts
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Source: Milieu Insights, reported by the
62 75 Straits Times (Feb 2021)
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hat is Cyber Wellhess?

Cyber Wellness is the ability of our children and youth to navigate the Resources

cyberspace safely. Scan here to find out

more about MOE’s
This is done through our Character and Citizenship Education (CCE) Cyber Wellness

curriculum which aims to: curriculum:
* equip students with the knowledge and skills to harness the
power of Information and Communication Technology (ICT) for
positive purposes;
* maintain a positive presence in cyberspace; and
* be safe and responsible users of ICT.

Through the curriculum, your child learns knowledge and skills to
have balanced screen use, be safe online, and exhibit positive online https://go.gov.sg/moe-
behaviours cw-education
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What Will Your Child Learn in School?

Find out what your child will learn about Cyber

Wellness during CCE (FTGP)* lessons and other
programmes.

*Character and Citizenship Education (Form Teacher Guidance Period)



Primary
1 and 2

During
CCE(FTGP)
lessons,
students will
be taught:

Basic online safety rules
* Talking to only people you know

Cyber Contacts

* Understand that the profiles of strangers that we see online may not be
their real identities

* Recognise the dangers of chatting with strangers online

Importance of a balanced lifestyle
* Especially in exercise, sleep and screen time for health and well-being

Protecting personal information
* Understand the risks of disclosing personal information

i/ Family Chat Time!
’ Share with your family members:

- What are the safety rules | must follow to keep .E
myself safe online? | I

- What do | know about tricky people?

Explore Cyber Wellness

My child/ward knows how to i i

k:ep safe inthe cyberworlct:ll messages with your Chlld
through the CCE (FTGP) Journal

by participating in “Family

Parent's / Guardian's signature Time” activities in the journal.




School Programmes and Initiatives
KCS Cyber Wellness Education Programme

1. Assembly Talks
* School-wide talks to raise awareness on current cyber wellne
issues and responsible online behaviour.

Cyber
Wellness
Lessons

* CCE_FTGP

2. CCE Lessons
e Cyber Wellness topics are integrated into Character and
Citizenship Education (CCE) lessons.

/ CYBER WELLNESS
! PRINCIPLES
Respect for Self & Others

6 Safe & Responsible Use
a Positive Peer Influence _§

* CW

3. Cyber Wellness Week
 Organised by the Cyber Wellness (CW) Team and CW

Ambassadors featuring interactive activities and campaigns. Agsambly

Talks

4. Awareness Campaigns
e Cyber wellness awareness posters displayed around the school
« Ad-hoc awareness messages shared via the school website and

educational platforms (e.g. SLS)
12

e CW activities

messages



School Rules on Digital Device Use
Use of Mobile Phones & Smart Watches

L)

*

Approval Required
Students who need mobile phones or smart watches to communicate with Parents/Guardians
after school must:
* (Obtain a Mobile Device Contract
e Seek approval from their Form Teacher

L)

» Usage Guidelines
Devices must be switched off at all times during school hours. Devices must be kept out of sight
during all school activities e.g. lessons, recess, CCA, other school programmes

» Devices may only be used:
At the security posts, school gates or with a teacher’s permission

% Strictly prohibited in examination rooms



School Rules on Communication

Communication with Parents

o Parents Gateway (PG)
Official school/teacher’s email (available on the school website)

o
o Student Handbook
o School’s main phone line during office hours

Communication with Students
o Student’s official email or school-based platforms (e.g. Google Classroom) as the default mode of
communication outside classroom lessons.

When communicating with your child, please be mindful of the following:
» Minimise smartphone use
Excessive screen time may affect students’ rest and family time.

> Age restrictions
Ensure your child meets the minimum age requirements for social media platforms.



How Can We Partner Up?

Together, we can raise happy, kind and confident children,
ready to thrive in the digital world.



3 areas we can work together on to
foster School-Home Partnership

2 Role Models

1 Respectful

Communication 3 Real Connections

Our children do best
when schools and
parents work hand in
hand to support them.

16



Respectful Communication

Listen, understand, and foster kind words
and actions between you and your child.

@

Have regular and genuine conversations with

your child
* to better understand what they do online,

* how to stay safe,
* howto usetechnologyin aresponsible manner.

Communicate your actions and rationale.
 Letyourchild know you care for them and want
them to be safe online.

Discuss with your child as you set
parental controls to manage device use
and stay safe online.

#4 Resources on having open
conversations about digital

habits are available at the
end of the presentation.

17



Role Models

You play a key role helping your child establish healthy
digital habits and learn to use technology in a positive
and meaningful way.

Role model healthy use of devices and social

'im media, and good online behaviour for your

child/ward.

* E.g. parents/guardians not using devices during
mealtimes, respectful online communication

o Role modelling respectful conversations.
‘ﬁ'ﬁ' * You arein the best position to role model these
skills through daily interactions with your child.
* Listen to understand first, instead of jumping

straight into giving advice and solutions.

#5 Resources on role modelling

respectful communication
are available at the

end of the presentation.
18



It’s not just what you say,

but how you show your care.

#7 Watch this video on YouTube about having conversations

grounded in love and respect that can help your child feel heard.

Timing Matters: It’s Not Just What You Say

19


https://go.gov.sg/video-opencommunication

Real Connections

Cultivate strong relationships and healthy habits in this digital age.

Provide a safe space for Provide a balanced mix of engaging
r- conversations online and offline activities
* Children may hesitate to share * Discuss and develop a timetable

their true thoughts and feelings

with their parents, as they fear

being judged or misunderstood. .
Let your child know that it is

normal to feel or think the way

they do. Help them feel safe

expressing themselves with you.

with your child to moderate their
time spent on screens.

Children aged 7 - 12 should have
consistent screen time limits
(less than 2 hours daily, excluding
school work).

#6 Resources on providing a
safe space for conversation

are available at the end of
the presentation.

20



_

:~’Disconnect to Connect

Tech-Free Family Time

#7 Watch this video on YouTube about setting routines and family

agreements that will help your child learn when to switch off, and
how to stay present:

Ctrl + Alt + Disconnect: Press Pause Together



https://go.gov.sg/video-familyscreenuse

Unlocking their First
Smartphone or Watch

How can we prepare ourselves and our children?



At what age
should | give my

child their first
smartphone or
watch?

[Source: Adapted from Parenting for Wellness
Website — Module 3A (i)]

Based on MOH's Guidance on Screen use in Children, parents should not give
children mobile devices with unrestricted access to internet and applications.
Parents can delay the provision of smartphone and smartwatches to their

children.

Consider these questions:

Are they
ready?

Can your child:

* keep track of their belongings independently?

* handle their own responsibilities without constant reminders?
* obeyrules and guidelines set in place?

* differentiate between appropriate and inappropriate content?

Are you and
your family
ready?

Can you be a good role model for your child, and establish and
enforce rules with your child’s smartphone usage, including
monitoring apps, screen time and internet use?

If you answer ‘no’ to any of these questions, it is wise to wait until your child is older
—ideally when your child is in secondary school. Children who are already facing
challenges (such as low self-esteem, poor self-control, bullying, or high stress) are
more vulnerable to problematic screen use.

#18 Resources from MOH — Guidance on
Screen Use in Children are available
at the end of the presentation.




If you determine that you and your child are ready...

Conversation starters

Reflect on safe and “How will you show me you will use your
responsible smartphone responsibly, respectfully, and safely?”
smartphone use
Co-create a family “Let’s come up with a set of family rules on how we
screen use plan should use our smartphones.”
How do | prepare “Let’s think about what should happen if anyone
111 child for their breaks any of the rules.”
first smartphone Include the setting of “The online space can be dangerous, and we would
Parental Controls in like to keep you safe. These parental controls that
or watch? your conversations we put in will help to protect you. Let’s set a date in
6 months’ time to see if we should adjust the
controls.”

If you think you and your child might not be ready yet,

here are some alternatives:

* Basic phones/Smartwatches offering calling and texting functions without
internet access or apps (please check school’s policies on usage in schools)

 Set a date/age to review your child’s readiness for a smartphone/watch.

[Source: Adapted from Parenting for Wellness
Website — Module 3A (i)]




When you decide that your child is ready to own a phone, it’s important to
provide structure and support and not simply hand over the device.

Experts recommend that parents:

* build on having a warm relationship with their child,

* setand communicate limits regarding phone use,

* pairrules with active supervision, and

* have regular conversations about your child’s phone use.

How do | monitor N _

. . In addition to these strategies, take time to set up parental controls on your
my child’s online child’s device. Most phones allow you to:

activities and

Limit usage times Control what time of the day and for how long the phone
keep them safe? can be used.

Restrict content Block access to content that is not age appropriate.

Manage activities Allow only certain games or apps to be used, decide who

#8 Resources on considerations
for giving your child their first
smartphone, parental

can be added as friends, and determine whether private
messaging is allowed.

controls, and in-app safety Safeguard against Restrict app store and in-app purchases.
features are available at the unwanted spending

end of the presentation.

It’s important that you actively monitor and discuss these controls —
[Source: Adapted from Positive Use Guide] especially at the beginning. 25




How do | prepare
my child for their
first smartphone
or watch?

Bhild’'s smartiife of their pl)
starts With you " W

< J

#9 Watch thisvideo to discover how to have conversations with
your child about their first smartphone/watch.

Their First Phone: A Big Call for Parents

—

’
.



https://www.youtube.com/watch?v=yPqDEIWz7xI

Additional Resources

Bite-sized practical tips and strategies to help you parent
effectively in the digital age.



Additional Resources:

NS

e

Scan here to

Parenting fOl‘ WeuneSS g’,‘“ﬂg access the PfW

o Wellnesg Toolbox for Parents:
For more bite-sized, practical tips and strategies on building strong parent-child relationships,
supporting your child’s mental well-being and parenting in the digital age, scan the QR code
above to download a copy of the Parenting for Wellness Toolbox for Parents.

You can also access the Parenting for Wellness website on Parent Hub (hosted by HPB) for
personalised access to the full content!

Positive Use Guide on Technology and Social Media

Scanheretoaccess  The Positive Use Guide on Technology and Social Media
the Positive Use Guide:  4rqws on research to support families as they navigate the
i [m] digital landscape together. It offers strategies for balanced
screen time, how to build healthier digital habits and
provides tools like self-check worksheets and curated
resources. Scan the QR code on the left to access the
guide on the Digital for Life website.

Positive Use Guide

Evidence-Based Insights on the Impact of Digital Devices
on Child and Adolescent Wellbeing




Compilation of Useful Resources

You can access all digital parenting resources 4

shared throughout this slide deck by scanning this
QR code or click here! Send this link via PG to your

parents too for their easy access.

These resources focus on:

* Managing Device Use

 Respectful Communication

* Role-modelling healthy habits

* Fostering Real Connections

* Unlocking their First Smartphone or
Smartwatch

* Playing Online Games

* Accessingtheir First Social Media Accounts

 Cyberbullying

 Parenting for Wellness

* Positive Use Guide

e Grow Well SG

https://go.gov.sg/cwresources-parent

S

#15 Resources on tips and strategies to

support your child when they might
be a cyberbully are available at the
end of the presentation.

~

)



https://go.gov.sg/cwresources-parents

Compilation of Useful Resources

1 Balanced and purposeful screen use go.gov.sg/pfw-managing-safe-device-use
2a Guide on Parental Controls on devices go.gov.sg/pfw-web-parental-controls

2b Information on in-app safety features go.gov.sg/pfw-web-app-safety

3 Grow Well SG resources on purposeful screen use go.gov.sg/growwellsg-learn-well

No. School-Home Partnership resources

4 Having open conversations about healthy digital habits go.gov.sg/pfw-managing-safe-device-use
Role modelling respectful conversations go.gov.sg/pfw-respectful-conversations

6 Providing a safe space for conversations go.gov.sg/pfw-safe-space

7a Video: real connections when conversations happen in safe spaces go.gov.sg/video-opencommunication

7b Video: healthy screen use starts athome go.gov.sg/video-familyscreenuse

30
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Compilation of Useful Resources

Unlocking their First Smartphone or Watch

8a | Things to consider when setting rules on the use of go.gov.sg/pfw-web-involving-children-setting-rules-
smartphones smartphones
go.gov.sg/dfl-first-smartphone
8b | Screen Time settings on Apple devices (iPhone, iPad) https://support.apple.com/en-sg/108806
8c | Google Family Link https://families.google/familylink/
9 Video: Preparing your child for their first smartphone go.gov.sg/video-firstphone

No. Playing Online Games

10 | Video game ratings https://imdaonline.imda.gov.sg/Classification/Search/
VideoGames/Default.aspx

11a | Entering your child’s gaming world go.gov.sg/pfw-child-gaming-world

11b | Conversation tips on gaming concerns go.gov.sg/gaming-conversation

Accessing their First Social Media Accounts

12a

Social Media: Is your child ready for it?

go.gov.sg/pfw-web-social-media-readiness

12b

Tools and resources for managing online safety

go.gov.sg/pfw-managing-safety-online 31
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Compilation of Useful Resources

No. Cyberbullying

13a | Parenting for Wellness (PfW) Website Module on Cyberbullying go.gov.sg/pfw-web-cyberbullying

13b | PfW resources —when your child is the victim go.gov.sg/pfw-cyberbullying-victim

14 PfW resources — how to report incidents through online platforms go.gov.sg/pfw-web-app-safety

15 PfW resources — when your child is the bully go.gov.sg/pfw-cyberbullying-bully

16a | Parenting for Wellness Toolbox for Parents (condensed info) go.gov.sg/pfw-toolbox-for-parents

16b | Parenting for Wellness Website (full content) go.gov.sg/pfw

17 Positive Use Guide on Technology and Social Media go.gov.sg/positive-use-guide

18 Guidance on Screen Use in Children by Ministry of Health go.gov.sg/pfw-screen-use-guidance

19 Online platform's online safety tools and resources Tools and resources for managing your own
safety online
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